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Finance and Treasury High Priority Outstanding 
Auditor General Recommendations 

The following advice concerns labour relations and should remain confidential. 

CONFIDENTIAL INFORMATION OR ADVICE 

The following provides a status update for each of the Finance and Treasury Services, 
Pension Payroll and Employee Services outstanding nine (9) high priority 
recommendations.  The Auditor General October 10, 2019 report for Finance and 
Treasury Services can be viewed on line at:  
https://www.toronto.ca/legdocs/mmis/2019/au/bgrd/backgroundfile-138836.pdf 

Finance and Treasury Services 
Pension, Payroll and Employee Benefits 
Management of the City’s Employee Extended Health and Dental Benefits, Phase Two: Ineffective 
Controls and Plan Design Leaving the City Vulnerable to Potential Benefit Abuse 

03/20/2017 
5* City Council request the Treasurer to 

consider establishing a reasonable quantity 
limit for orthotics and orthopedic shoes 
benefits for dependents aged 18 or younger 
and for medical braces. 

The Treasurer engaged an external consultant 
to review and provide recommendations.   

These recommendations will be considered 
during Collective Bargaining. 

11
* 

City Council request the Treasurer to 
assess the reasonableness and 
appropriateness of the City's physiotherapy 
benefit provisions, taking into account the 
financial impact and the City's comparability 
to other jurisdictions.  

The Treasurer engaged an external consultant 
to assess the reasonableness and 
appropriateness of the City's physiotherapy 
benefit provisions, taking into account the 
financial impact and the City's comparability to 
other jurisdictions.  

These recommendations will be considered 
during Collective Bargaining. 
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Finance and Treasury Services 
Pension, Payroll and Employee Benefits 
Supplementary Report to the Auditor General’s Phase One Report “The City Needs to Ensure 
Adequate Detection and Review of Potentially Excessive and Unusual Drug Claims” 

03/13/2017 
3* City Council request the Treasurer to clarify 

with the City's benefits plan administrator its 
practice of adjudicating erectile dysfunction 
drugs to identify anomalies such as 
excessive dosage, significant year-over-
year increases, and obtaining multiple types 
of drugs at the same time. 

The Treasurer engaged an external consultant 
to review and provide recommendations.   
 
These recommendations will be considered 
during Collective Bargaining.  
 
Additionally, PPEB has worked with GSC and 
will be developing various analytics report 
regarding usage and dosage by end of Q1 
2020. GSC will share results from these 
reports with the City Quarterly during the 
Quarterly Claims Review starting in Q2 2020.  

Finance and Treasury Services 
Pension, Payroll and Employee Benefits 
Management of the City's Employee Extended Health and Dental Benefits Phase One: The City 
Needs to Ensure Adequate Detection and Review of Potentially Excessive and Unusual Drug 
Claims 
10/24/2016 
3* City Council request the Treasurer to 

undertake necessary steps to ensure the 
City’s benefits plans are cost-effective and 
follow industry standards and best practice, 
including but not be limited to: 
 
a. Consultation, on a regular basis, with 
industry experts and the new plan 
administrator to identify industry standards 
and acceptable practices for drug benefit 
coverage limits, particularly in areas where 
utilization by the City’s members is 
significantly higher than industry standards 
or benchmarks; and 
 
b. Recommending reasonable maximum 
plan coverages for the appropriate drugs 
with consideration for special 
circumstances. 

The Director of Pension, Payroll and Employee 
Services engaged Mercer (In May 2018) to 
conduct an environmental market review of 
City benefits plans and identify opportunities 
for change for all employee groups.  
 
Reports for all employee groups have been 
received. 
 
These recommendations will be considered 
during Collective Bargaining  

 


	Blank Page
	Status of Outstanding Recs-Cluster B Confidential Attachment FINAL.pdf
	Confidential Audit Recommendations - Fully Implemented
	Report Title: Audit of Water Billing and Collection-Phase II: Part 2-Management of Water Supply Contract for the Region of York (Confidential Attachment)
	Potential Cost Savings

	AU1.6 Confid Att.pdf
	Confidential Audit Recommendations - Fully Implemented
	Confidential Audit Recommendations - Not Fully Implemented

	AU1.6 Confid Att.pdf
	Confidential Audit Recommendations - Fully Implemented
	Confidential Audit Recommendations - Not Fully Implemented

	AU2.7 - Status Outstanding Audit Recs Community Social Svcs and CMO Apr 12 2019 - Confidential ATT 1 FINAL.pdf
	CONFIDENTIAL RECOMMENDATIONS – NOT FULLY IMPLEMENTED

	Blank Page
	AU2.6 - Response to Auditor Committee-Outstanding Recs of Greatest Concern April 16 2019 Confidential Att 1 FINAL.pdf
	High Priority Outstanding Confidential Audit Recommendations for City Divisions in Corporate Services

	AU5.1 OS Recs City Divisions CONF ATT 1.pdf
	Auditor General's 2020 Status Report on Outstanding Audit Recommendations - City Divisions in Community and Social Services, the City Manager's Office and People and Equity Division
	CONFIDENTIAL RECOMMENDATIONS - NOT FULLY IMPLEMENTED

	Blank Page
	AU5.6 Cyber Security Tor Water CONF.pdf
	Executive Summary
	Background
	SCADA System and its Components
	Recent cyberattacks on infrastructure systems
	Rye Brook, New York Dam Attack
	U.S. Pipeline Attacks - Insecure SCADA Systems Blamed in Rash of Pipeline Data Network Attacks
	Ukraine Power Grid Attack — A Hack Used to Plunge Ukraine Into Darkness
	Advanced Persistent Threats

	Audit Results
	A. Physical Security at Water Facilities Require Improvement
	A.1. Protection Over Physical Perimeter at Water Facilities is Weak
	A.1.1 Wastewater Treatment Facility
	A.1.2 Drinking Water Treatment Facility

	A.2. Implementation of Previous Audit Recommendations Should Be Expedited

	B. Technical Testing of SCADA Network, Hardware and Software
	B.1. Build and Hardening of SCADA Network, Systems and Applications Require Strengthening
	B.1.1. Weakness Revealed: Use of Default Settings and Passwords
	B.1.2 Weakness Revealed: Insecure Configuration of Devices that are used to manage SCADA Network, Systems and Applications 
	B.1.3 Weakness Revealed: Unauthorized Devices can be Connected to City Network using Active Network Data Ports 

	B.2 Inadequate Security Patching and Use of Outdated Systems
	B.3 Unencrypted communication and outdated encryption protocols 
	B.4 Network Segmentation and Segregation Testing
	B4.1 Weakness Revealed: Inconsistent Network Segmentation and Segregation

	B.5. SCADA User Accounts Access Management 
	B.5.1 Weakness Revealed: Lack of Formal Process to Manage Access to SCADA System
	B.5.2 Weakness Revealed: Too Many Administrative and Generic Accounts are a Potential Risk to SCADA systems
	B.5.3 Weakness Revealed: Shared Local Administrator Password Resulted in Cracking Other User Account Passwords on SCADA Network


	C. Training and Awareness of Staff on Physical and Cyber Security with focus on Critical Infrastructure Assets
	D.   Strengths Identified: Termination of Network Access for Data Ports at Public Spaces
	E.   Audit Results May Be Relevant to Other City Divisions, Agencies and Corporations
	Conclusion
	Audit Objectives, Scope and Methodology

	Blank Page
	AU5.7 Contract Award External Auditors CONF ATT 2.pdf
	Attachment 2 – Confidential Information

	Blank Page



