"]m 'I'mmN-m REPORT FOR ACTION

Audit of Software Acquisition and Licence
Management: Managing and Optimizing Value from
Software Licences

Date: December 2, 2024
To: Audit Committee

From: Auditor General
Wards: All

SUMMARY

The Auditor General’s 2024 Work Plan included an audit on how the City acquires and
manages its applications, corporate-wide software licences, and cloud subscriptions.

In 2023, the City spent $44 million on software acquisitions and $34 million on software
maintenance. Over the last five years from 2019 to 2023, the City’s total expenditures
for software acquisition, maintenance and support were approximately $235 million. The
City currently uses over 7,500 software titles; over 1,200 titles are paid software. As the
City continues to automate its processes and systems, the investment in technology
systems and applications will continue to grow.

This audit focused on assessing whether tracking of software licences, cloud
subscriptions, and maintenance is accurate, and that unused software is identified and
addressed in a timely manner. The audit scope included seven selected software
applications.

We estimated that the cost associated with unused licences for the assessed software
applications was almost $11 million. This cost is related to unused or underutilized
software licences and subscriptions for various periods of time, primarily from 2020 to
2024. A summary of the cost of unused licences by software application is provided in
Table 1.
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Table 1: Summary of the Cost of Unused Licences

Cost of Unused Cost of Licences
o Assigned to Former | Total Cost of

Software Subscriptions/ .

Li Staff or Employees Unused Licences

icences
on Long-Term Leave

Microsoft M365 $6,896,597 $1,046,795 $7,943,392
SAP S/4 HANA $1,932,376 -- $1,932,376
SAP .ECC on- $20,080 $296,341 $316,421
premises
Public Digital Access
(PDA) $657,177 -- $657,177
Adobe Acrobat $119,800 $14,550 $134,350
Total Cost $9,626,030 $1,357,686 $ 10,983,716

Our report identifies the following four key areas for attention:

e Improvements are required for licence acquisition, management, and
utilization. In particular, improved project planning and stakeholder coordination to
ensure timely deployment of licences when making bulk purchases.

e Former employees’ licences are not terminated or not re-assigned in a timely
manner. The off-boarding process needs streamlining and automation to reduce the
risk of licences remaining assigned to users who leave the City or are on long-term
leave.

e Governance over Information Technology (IT) asset management needs to be
strengthened and a clear data strategy and plan is needed to manage the City’s
software assets.

e The City, by virtue of its size, has an opportunity to achieve greater economies of
scale through more effective bulk purchasing of software, if agencies and
corporations are included in the procurement.

CONCLUSION

The management of software acquisition and their utilization needs improvement, to
ensure that tracking of software licences, subscriptions, and maintenance is accurate.
The undeployed or underutilized software are not always identified and addressed in a
timely manner.

We have made ten recommendations. While the key audit findings and
recommendations in this report are related to the selected seven applications, the
recommendations should be considered for other software and applications used across
the City.
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RECOMMENDATIONS

The Auditor General recommends that:

1. City Council request the Chief Technology Officer in consultation with the Chief
Procurement Officer and the City Solicitor to:

a. Evaluate whether the cost of unused software licences identified in this report
can be reduced or deferred to future periods to align with changes in the
deployment dates for projects that are still in progress.

b. Identify other technology projects that are delayed and evaluate whether the
cost of the unused software licences can be reduced or deferred to future periods
to align with changes in the project rollout dates.

2. City Council request the Chief Technology Officer in consultation with the Chief
Procurement Officer and the City Solicitor, to evaluate whether future software
subscription contracts can include provisions to allow the City to defer the licence
purchases or adjust the contracted volume of software subscriptions, in situations
where:

a. Projects are delayed, or
b. Requirement for software subscription volume changes.

3. City Council request the Chief Technology Officer and the Chief Information Security
Officer, in consultation with the Chief Procurement Officer and the City Solicitor, to
evaluate whether:

a. Financial compensation can be obtained for non-compliance with expected
product features required under the contract.

b. The cost of unused software licences can be reduced or deferred to future
periods to align with changes in the project rollout dates.

4. City Council request the Chief Technology Officer to improve on the project planning
and coordination for the remaining phases of implementing the Public Digital Access
Solution.

5. City Council request the City Manager in coordination with the Chief Technology
Officer to develop a reporting mechanism and criteria for reporting on City-wide
technology projects (or projects that span across multiple divisions) to the General
Government Committee of City Council by the appropriate City officials, on project
implementation delays and related accumulated financial impact or costs from the
delays, including unused software licences, with reports to include as a minimum:

a. Accumulated financial impact of project delays, including forgone benefits

Audit of Software Acquisition and Licence Management Page 3 of 6



b. Cost of unused software licences, and solutions
c. Plans in place to mitigate the impact of delays, and

d. How the expected benefits will be measured once the project or contract is
fully completed.

6. City Council request the Chief Technology Officer evaluate the current email back-up
procedure to:

a. Finalize the related procedure and guidelines to ensure M365 licences
assigned to employees who leave the City are terminated in a timely manner;
and

b. Terminate or re-assign, as needed, active M365 licences of former staff
identified in this report.

7. City Council request the Chief People Officer and Chief Financial Officer and the
Chief Technology Officer to develop an automated process for employee offboarding,
including to:

a. Integrate and update the employment separation checklist with the current
Information Technology Service Management process to identify and disable
unused accounts of employees who leave the City, in a timely manner.

b. Conduct periodic automated comparisons of active licences with inactive or
dormant accounts and ensure unused licences or licences assigned to former
employees or employees on long-term leave are disabled or re-assigned in a
timely manner, and

c. Unassigned or unused licences identified in this report are re-assigned or
terminated as needed.

8. City Council request the Chief Technology Officer to:

a. Establish criteria to identify and select software titles that should be managed
through the Information Technology Asset Management System

b. Develop a data strategy and migration plan for managing the City’s software
licences and subscriptions

c. Develop a plan to decommission the existing system, and
d. Evaluate whether the existing data import process from the financial system is

required for the new system and fix the data accuracy and reconciliation issues if
the data are to be used.

Audit of Software Acquisition and Licence Management Page 4 of 6



9. City Council request the Chief Technology Officer to develop and implement a
governance framework to improve ownership and accountability of the Information
Technology (IT) asset management process. This should include:

a. Updating policies, guidelines, and procedures on IT asset management,
ensuring appropriate reporting and staff roles are established to facilitate ongoing
monitoring of IT assets through the new system.

b. Developing reports, to monitor the accuracy and completeness of data
updated in the new IT Asset Management system.

10. City Council request the City Manager to coordinate the work of the City’s agencies
and corporations with the City’s Chief Procurement Officer and Chief Technology Officer
to explore joint purchasing on key software programs to achieve volume discounts and
savings for the City as a whole.

FINANCIAL IMPACT

From the samples we reviewed and analyzed, this report estimates a potential cost of
almost $11 million relating to unassigned or unused licences. We have made ten
recommendations in this report. By addressing these recommendations, the City will be
able to maximize the value of its investments in software licences and improve
governance, management, and processes related to software acquisition and utilization.

DECISION HISTORY

The Auditor General's 2024 Work Plan included an audit of Software Acquisition and
Licence Utilization and is available at:

https://www.toronto.ca/legdocs/mmis/2023/au/bgrd/backgroundfile-240792.pdf

COMMENTS

A high-level summary of the key audit findings is provided in the Audit at a Glance.

The attached audit report provides the Audit Committee and members of Council with
the detailed audit results and recommendations together with management's response.
Management has agreed to all 10 recommendations.

The issues identified in this report have been raised by the Auditor General in previous

reports as well. Appendix 2 included in Attachment 1 provides a complete list of these
previous reports and relevant recommendations.
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CONTACT

Syed Ali, Assistant Auditor General, IT and Strategy, Auditor General's Office
Tel: 416-392-8438, E-mail: Syed.Ali@toronto.ca

Gawah Mark, Audit Director, Auditor General's Office
Tel: 416-392-8439, E-mail: Gawah.Mark@toronto.ca

Suzanna Chan, Senior Audit Manager (A), Auditor General's Office
Tel: 416-392-8033, E-mail: Suzanna.Chan@toronto.ca

Andrew Krupowicz, Senior Audit Manager, Auditor General's Office
Tel: 416-392-3703, E-mail: Andrew.Krupowicz@toronto.ca

SIGNATURE

Tara Anderson
Auditor General

ATTACHMENT

Attachment 1: Audit of Software Acquisition and Licence Management: Managing and
Optimizing Value from Software Licences
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